MedFiller Privacy Policy

Version 1.5, Last Updated: December 15th, 2025

What is MedFiller?

MedFiller is an online tool offered by Nuanced Technologies Inc. for medical providers
to seamlessly and accurately complete patient-related forms and paperwork. We take
the privacy of individuals using our system for medical forms very seriously. Knowing
what we do and how we help medical offices handle paperwork will help you
understand our privacy policy better. If you are a patient of a medical provider or an end-
user, you are welcome to browse our website and find out more about our products and
services.

Please note that MedFiller platform is designed for the exclusive use in United States
and inaccessible from countries outside of the US and Canada.

Health Records Management in MedFiller

MedFiller is a business-to-business (B2B) software service designed for healthcare
providers. MedFiller operates as a Business Associate under HIPAA, processing
protected health information (PHI) on behalf of healthcare providers pursuant to
executed Business Associate Agreements.

MedFiller does not maintain individual patient "profiles" or accounts. Patients interact
with MedFiller solely to complete forms requested by their healthcare provider.
Information collected during this process is immediately associated with the requesting
healthcare provider's records and is not retained as an independent patient profile.

Please also note that MedFiller is not a healthcare provider nor employs healthcare
professionals. Therefore MedFiller cannot provide any customer/patient service on
behalf of healthcare providers.

Since healthcare providers maintain custodial ownership of all records, patients must
direct any requests for assistance, clarification, access, correction, amendment,
transfer, or deletion of their health information to their healthcare provider. MedFiller
cannot independently verify patient identity nor access or alter any health records
without healthcare provider authorization. Therefore, we ask all patients using our
platform to communicate directly with their healthcare provider's office.
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Our Privacy Policy and Terms of Service

This Privacy Policy describes the information collected through this web site and the
services that we provide and how that information is used and shared. MedFiller and/or
Nuanced Technologies Inc. ("MedFiller," "Nuanced," "we," "us," or "our"), and its suppliers
may collect or receive the types of information described below in connection with your
access to and use of the Service, including information contained in any forms or
paperwork that you complete (together, "Collected Information”).

By accessing or using the Service or by accepting our Terms of Service, you ("you")
agree that you have read and understand this Privacy Policy and that you consent to the
collection, use, and sharing of information as discussed below. If you do not agree with
this Privacy Policy, do not access or use the Service.

This Privacy Policy is incorporated into and made a part of our Terms of Service. We
reserve the right to modify this Privacy Policy at any time. All changes will be effective
immediately upon posting to the Service and, by accessing or using the Service after
changes are posted, you agree to those changes. Material changes will be
conspicuously posted on the Service or otherwise communicated to you.
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Information Security Warning

Nuanced Technologies does not guarantee that loss, misuse, or alteration of Collected
Information will not occur, but we have security measures in place to help protect
against the loss, misuse, and alteration of information under our control, including
Encryption-at-Rest and Secure Socket Layers (SSL) technology.

Be warned that the storage and communication of information can never be completely
secure, so we do not guarantee that communications or other information that you
submit or that are otherwise provided to us will be completely secure. In addition we
direct you towards our terms of service and liability waivers therein related to
information security and data loss.

If you become aware of any breach of Service security or this Privacy Policy, please
notify us at support@medfiller.com immediately. If our security system is breached, we
will notify you of the breach as required by applicable law.
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Information That We Collect (HIPAA Release)

We collect information that you or your healthcare professional provides to our system
including Personally Identifiable Information, Protected Health Information. Input of any
information is completely voluntary, and you can always at your discretion discontinue
use of our Service.

Personally Identifiable Information (PII)

“Personally Identifiable Information” or Pll refers to information that, when used alone
or with other relevant data, can identify you. You can visit the Service without sharing
personally identifiable information (e.g., browse our website), but you may be required
to provide personally identifiable information to use certain Service features.

We will collect any Personally Identifiable Information from or about you that you
choose to provide to us or that may be provided to us through your healthcare provider,
which may include, but is not limited to, your name, email address, mobile telephone
number, birthdate, and physical address.

Specifically, we collect your Personally Identifiable Information when you use the
Service to initiate paperwork requests with healthcare providers, or when medical
providers request that you be emailed/texted about pending paperwork.

We may share your Personally Identifiable Information with third parties, including your
healthcare provider and suppliers that we engage to provide services to us in
connection with the Service.

Protected Health Information (PHI)

Certain information about you required to complete medical paperwork may be
Protected Health Information (PHI). Notwithstanding anything to the contrary
elsewhere in this Privacy Policy applying more generally to Collected Information, to the
extent we provide information to a healthcare provider about you, or that a healthcare
provider or other covered entity or their business associate provides to us about you,
constitutes PHI, we have implemented safeguards designed to protect your PHI and will
only use or disclose it as required or permitted by applicable federal and
state/provincial laws, including HIPAA, and in accordance with any contractual
obligations that we may have with your healthcare provider.

It may be necessary for us to share your PHI with third parties, including suppliers that
we engage to provide services in connection with the Service. If we share your PHI with
any third party, our policy is to share only the minimum necessary information to enable
the third party to provide the services for which we have engaged them in connection
with the Service, and we will require that the third party agrees to use and disclose your
PHI only as required or permitted by applicable federal and state laws, including HIPAA.
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Other Information That We May Collect

« Directly from you when you use our Service and interact with our website such as
when you fill out a form or browse our website

o From healthcare providers on whose behalf we process forms

« Automatically through cookies and similar technologies including network
access data, browser related and web activity data

o Location information directly or indirectly through IP address, such as country,
region, or city

« Data collected by our servers used to operate the Service including usage such
as URLs accessed, activity on those URLS along with date, time of usage

« Data collected by analytics services (either third-party or internal to our website).
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How We Use and Share Collected Information

We share Collected Information with the healthcare providers with which you initiate or
complete your medical forms and paperwork. In addition, Nuanced Technologies and its
suppliers may use, and share Collected Information as described below:

o We use and share Collected Information for the purpose for which it was
collected including processing healthcare forms/exams for healthcare providers.

o We use and share Collected Information to ensure the security of our website
and systems including verifying if you are a legitimate user or a bot.

o We use and share Collected Information with our partners and vendors to
communicate with you via emails and text messages.

o We use and share Collected Information to evaluate and improve the Service.

o We use and share Collected Information in connection with legal proceedings
and to protect our rights.

o We share Collected Information with the suppliers that provide us with services
in connection with the Service.

o We aggregate Collected Information to create anonymous data on Service users.

o We share Collected Information if Nuanced Technologies undergoes a change in

control.

We do not sell, rent, use, or share Collected Information except as disclosed in this
Privacy Policy or as permitted by applicable law and subject to any contractual
obligations we may have with healthcare providers and subcontractors.
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Sharing Collected Information with Healthcare Providers

We will share Collected Information with the healthcare providers that will be handling
your paperwork only in accordance with any contractual obligations we have in place
with the healthcare providers, our privacy and confidentiality policies, and any
applicable federal and state laws designed to safeguard your privacy, including, but not
limited to, HIPAA to the extent applicable.

Communication with You

We may use Collected Information to notify you of important information on behalf of
your healthcare provider. These can include forms, documents, appointment and
renewal reminders as well as important changes to the Service (for example, changes
to our Terms of Service, HIPAA Authorization, and this Privacy Policy).

Service Evaluation and Improvement

We may use Collected Information: to analyze, develop, and improve the content,
materials, products, and services that we make available through the Service and the
Service's functionality; to inform marketing and communication plans and strategies; to
evaluate user needs and customize Service content, promotional emails, and your
browsing experience; and for other legitimate and lawful business purposes.

Security and Protection of Rights

We may use Collected Information and share it with third parties to the extent permitted
or required by applicable law, including in the event of a subpoena, court order, or law
enforcement request. We will use Collected Information and share it with third parties if
we believe doing so is necessary to operate the Service or to protect our rights or the
rights of others, including disclosing information necessary to identify, contact, or bring
legal action in the event of a violation of our contracts, terms, or policies, but we will do
so only in accordance with applicable federal and state laws and any contracts we have
with healthcare providers and subcontractors, if such contracts are applicable to such
disclosure.

Sharing Collected Information with Our Suppliers

We may share Collected Information with our Service management and hosting
suppliers, payment processors, marketing and public relations service providers, email
service suppliers, text message service providers, and other suppliers as necessary for
us to provide the Service and our products and services to you and as may otherwise be
permitted by applicable law and in accordance with any contractual obligations we have
in place with healthcare providers and subcontractors, to the extent such information is
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covered by the contractual obligations, which includes suppliers that we may engage to
provide services in connection with the Service.

We require our suppliers to comply with all applicable data privacy laws and regulations.
Our suppliers are authorized to and may use Collected Information as necessary for
them to provide the applicable services to us. If it is necessary for us to share your PHI
with any supplier, our policy is to share only the minimum necessary information to
enable the supplier to provide the services for which we have engaged them in
connection with the Service, and we will require that the supplier agrees to use and
disclose your PHI only as required or permitted by applicable federal and state laws,
including HIPAA to the extent applicable.
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Sharing Information with our Downstream Data
Processors and Vendors

MedFiller relies on cloud-based storage, data processing systems, security and network
monitoring service providers as well as various communications platforms.

Some information about you may be provided to certain vendors including but not
limited to

a) Our email and text messaging service providers: Information such as your email
or cell phone number for sending you text messages and emails.

b) Our cloud security and monitoring vendors: Information such as your network
information including IP address, usage patterns, browser details and web
activity details to ensure your use of our website is legitimate and compliant
(e.g., bot detection)

You can review our Cookie Policy and our complete list of vendors and Sub-processors
list for more details.

Google reCAPTCHA

We may use Google as our contracted service provider to provide the reCAPTCHA
service to protect against spam and automated bot style abuse of our platform, and the
service may collect your:

o |P address
o Browser and device information

o Website interaction patterns, responses to challenges/test questions and mouse
movements

o Date, time, and language settings
o Cookies placed by Google

This data will be used solely for security, bot prevention, and website activity
monitoring. PHI is not transmitted to Google through the use of this service. Your use of
these services is subject to Google's Privacy Policy and Terms of Service.
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Cloudflare and Cloudflare Turnstile

We use Cloudflare Turnstile to protect our forms from automated abuse. Turnstile
collects technical signals including IP address, browser characteristics, and interaction
patterns to distinguish humans from bots. This data is processed by Cloudflare. For
details, see Cloudflare's Privacy Policy and the Turnstile Privacy Addendum.

Content Delivery (Cloudflare and AWS CloudFront)

We use content delivery networks to serve website content efficiently and ensure our
systems are properly firewalled against malicious users and threat actors. These
vendors may monitor encrypted flow of traffic for security, pattern analysis, set cookies
for access control and content delivery purposes. They may also record your IP
addresses and web requested related data.

Additional Vendors and Services that may be linked on or from our website

See our Sub-processors list for a more comprehensive list.
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Other Privacy Concerns

Website Cookie Policy & Consent

Please see our Cookie policy available on our website.

Aggregate Data

We may create de-identified or aggregate data from Collected Information for analytics,
research, and service improvement purposes. When we de-identify Protected Health
Information, we follow the de-identification standards set forth in the HIPAA Privacy
Rule (45 CFR § 164.514), ensuring that the information cannot reasonably identify any
individual. De-identified and aggregate data is not subject to this Privacy Policy as it
does not constitute personal information.

Access by Children

The Service is not directed at users under 18 years of age. If a parent or legal guardian
becomes aware that their child has provided us Personally Identifiable Information
without his or her consent, the parent or legal guardian should contact us

at support@medfiller.com.

If a parent or guardian has entered information on behalf of a minor, the parent or legal
guardian represents and warrants that he or she is the parent or legal guardian of that
minor with a right to provide us with the information of that minor.

Data retention policy

Data retention periods are determined by the healthcare provider in accordance with
their HIPAA obligations and applicable state medical records retention laws. MedFiller
retains data only as directed by the healthcare provider or as required to provide the
Service. For non-PHI, anonymized or technical data such as server logs and analytics,
we retain data for 3 years or as required for security and operational purposes.

Links to Third Party Sites

The Service may contain links to other sites that are not owned or controlled by
Nuanced Technologies, such as social media sites or sites belonging to our partners,
vendors or suppliers. Please be aware that we are not responsible for the privacy
practices of such other sites.
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We encourage you to be aware when you see embedded controls from such websites
and review their privacy policies carefully.

You should also note that you may be redirected and to a partner site and should read
the privacy statements of each and every website that collects Personally Identifiable
Information.

This Privacy Policy applies only to information collected by our Service.

International Transfer

Your information may be transferred to, and maintained on, computers located in the
United States and/or Canada. However, the transmission and storage of data will be
fully HIPAA compliant and done using commercially viable methods of protecting and
securing your data.

How to Access, Modify, Update, Delete Your Personally Identifiable Information
MedFiller does not actively maintain any information about patients outside the
healthcare context for US patients. Such information is typically covered and protected
by HIPAA.

If you have any questions regarding your information or to access or update your
information, please reach out to the healthcare facility handling your paperwork, who is
the sole custodian of such records.

California, GDPR and Other State, Province or Region-Specific Rights

MedFiller primarily processes Protected Health Information (PHI) on behalf of
healthcare providers, which is exempt from CCPA.

Non-PHI Data: Technical data we collect for security and site functionality (such as IP
addresses, browser information, and interaction patterns collected) is:

» Not linked to identifiable user accounts or profiles
» Not reasonably capable of being associated with a particular consumer

Because this data cannot be verified as belonging to any specific individual, we are
unable to process access, correction, or deletion requests for such data. This is not a
refusal of your rights—it is a technical limitation.

Your Rights: Residents of regions with specific privacy and data rights legislation may
still contact us at support@medfiller.com to:
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« Inquire about our data practices
« Request information about categories of data collected
« Exercise any applicable rights or request clarifications

We will respond to verifiable requests within 45 days. We do not sell or share personal
information as defined by CCPA, and we do not discriminate against consumers who
exercise their privacy rights.
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Contact Us

If you have any questions or concerns regarding this Privacy Policy, contact us by email
at support@medfiller.com or by mail at our current mailing address available on our

website at MedFiller.com
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